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Mapping to IEC 61508 software developed to 
ISO 26262

Peter Okoha  and thor Myklebustb

aautronica fire and Security, trondheim, norway; bSintef digital, trondheim, norway

ABSTRACT
several functional safety standards such as isO 26262 (automotive), iec 61511 
(process), eN 5012X (railway), iec 62061 (machinery), iec 61513 (nuclear), etc. have 
evolved from iec 61508 (generic) over the years. the evolution of the standards is 
accompanied with additional requirements and guidance that are industry-specific. 
however, in certain cases, technological advancements happen at a rate that is too 
rapid for a standard to regulate, thus creating room for unguided interpretation 
and confusion in addition to the potential to make existing designs obsolete. to 
address this problem, the reuse of resources (e.g., safety artefacts) across industries 
is being promoted, whereby an industry that is more aligned to the state-of-the-
art will help the underprivileged one to fill gaps. however, it is important to clearly 
define the framework for industry-to-industry exchange in order to avoid confu-
sion. the objective of the paper is to investigate whether and how safety levels for 
software developed to isO 26262 (automotive) can be mapped to safety levels for 
software developed to iec 61508. the paper builds on review of literature and 
standards and is focused on software elements.

ARTICLE HISTORY Received 23 august 2023; Revised 2 May 2024; accepted 7 May 2024

KEYWORDS automotive; industrial; software; functional safety; asil; sil; isO 26262; iec 61508

1.  Introduction

Before 2011, the automotive industry relied on iec 61508 for functional 
safety developments. however, in 2011 the industry carved an identity for 
itself with the first version of isO 26262 followed by the second edition 
at the end of 2018. subsequently, rapid changes in the global technological 
space ensued and resonated with the automotive industry, leading it into 
a speedy evolution in the development of advanced hardware and software 
(based on isO 26262). Meanwhile, developments based on iec 61508 
lagged. however, the general industrial sector (based on iec 61508) iden-
tified an opportunity to reuse hardware and software from the automotive 
industry in order to keep abreast with the pace of technological change, 
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reduce time to market and promote the financial bottom line with new 
products. Meanwhile, the automotive industry keeps its doors open to 
allow the flow of interesting safety elements from other domains into it, 
which is supported by the safety element out of context (seooc) provision 
in isO 26262. the reuse of external safety manual in isO 26262 is relevant 
to the seooc concept. however, it is only defined and described in iec 
61508, where the content list is presented in the normative annexe in 
parts 2 and 3. this implies that in certain cases, children standards are 
not a complete departure from the parent standard, and both can still 
strengthen each other in some ways. the situation is expected to be more 
challenging for software as will be seen in this paper compared to hard-
ware which was handled in an earlier paper (Okoh & Myklebust, 2024).

software, no matter their application, are not subject to random failure 
because they are not degradable (i.e., they have no failure rate), being intan-
gible assets (Okoh, 2019). therefore, there is no basis for a (quantitative) 
random safety integrity for software. however, software can experience sys-
tematic failure (e.g., deficiencies in architecture and/or coding). hence, for 
electrical, electronic and Programmable electronic (e/e/Pe) safety-related sys-
tems, the safety integrity of the software is determined in relation to the 
development assurance of the software as defined by the functional safety 
standard being applied. development assurance, as defined in Kritzinger 
(2017), is a process involving specific planned and systematic actions that 
together provide confidence that errors or omissions in requirements or design 
have been identified and corrected to the degree that the system, as imple-
mented, satisfies applicable certification requirements. the level of software 
development assurance is basically defined by the level of software develop-
ment rigour or stringency in relation to the implementation of methods, 
techniques or measures stipulated by standards. Methods is used in isO 26262 
and is similar to techniques and measures which is used in iec 61508.

currently, no standardised basis exists for requalifying software originally 
developed according to isO 26262 but intended to be reused in relation 
to iec 61508. the task of recertifying software from one domain to another 
can be challenging. therefore, it is important for the certification body of 
knowledge to have a common conversion framework/template that would 
reduce the tedium and eliminate confusion. Besides, if a software being 
developed from scratch was not developed correctly according to the 
applicable domain standard (say, isO 26262, 2018), it would be challenging 
to retrospectively get it certificated again according to the standard of 
another domain (say, iec 61508, 2010). hence, following rules diligently 
through the software development process in whatever domain will make 
the later process of closing gaps between standards cheaper and quicker 
in case a company decides to diversify its market or product design. a 
few peer-reviewed publications have been identified on cross-domain 
mapping of aspects of functional safety standards (crots et  al., 2014; 
Gerlach et  al., 2011; Machrouh et  al., 2012; Miller, 2020; Okoh et  al., 2022; 
Ruiz et  al., 2017), but only one (Miller, 2020) focused on the relationship 
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between the software sections of iec 61508:2010 (part 3) and isO 26262 
(2018) (part 6 and part 8) although it showed a coarse consistency of 
aspects of the former with those of the latter without drawing any final 
conclusion. hence, the need for further work.

the objective of this paper is to requalify for reuse with respect to the 
safety levels of iec 61508, software which was originally developed according 
to isO 26262. this paper is focused on software elements only, including its 
systematic safety integrity. the paper will compare software techniques & 
Measures (t&M) in isO 26262 with those in iec 61508. the research outcome 
is expected to support the issuance of the technical Report (tR), iec tR 
61508-6-1 “treatment of hardware or software developed to isO 26262” which 
is expected to be completed in 2025 by the JtG20 Work Group. the rest of 
the paper is structured as follows. firstly, a comparison of software develop-
ment assurance across four functional safety standards is presented. secondly, 
a more detailed comparison of software development assurance of isO 26262 
and dO-178c is presented. subsequently, the software developed according 
to isO 26262 is mapped to iec 61598, taking artefacts, supporting processes 
and software safety levels into consideration. Next, discussion and recom-
mendations are presented, followed by a conclusion.

2.  Review: comparing software development requirements of 
four safety standards

the work carried out by Machrouh et al. (2012) established three dimensions 
for comparing the development assurance of software developed according 
to different functional safety standards, namely: supporting processes, devel-
opment processes and verification processes. But this should have included 
tool qualification, which is a key dimension, a gap that will be filled in a 
subsequent section of this paper. similarities across domains in relation to 
whether means for software development and verification are specified in 
their functional safety standards are shown in table 1. in addition, Machrouh 
et  al. (2012) also established six dimensions for comparing the influence of 
software development assurance level (dal) on software safety assurance 
level as shown in table 2. the three dimensions mentioned at the beginning 

Table 1. Standards with software development and verification means (Machrouh 
et  al., 2012).

automotive 
(iSO 26262)

Generic (ieC 
61508)

Railway (en 
50128)

nuclear (ieC 
61513, 60880, 

62138)

design & programming rules X X X X
Requirement and architecture 

notations
X X X X

Methods of verification by  
analysis

X X X X

types and methods of testing X X X X
testing environments X X X X
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of section 2 are a condensed form of the six dimensions mentioned in 
table 2. Using these dimensions as basis for comparison, both tables indicate 
a coarse equivalence between the software of isO 26262 (2018) and iec 
61508 (2010), thus providing a promising basis for more detailed gap analysis 
between both standards. according to Machrouh et  al. (2012), establishing 
cross-domain equivalence between iec 61508 and other standards is 
expected to be less tedious when limited to standards that are derived 
from or influenced by iec 61508. this is a reason for cautious optimism 
ahead of further investigation where mapping in finer granularity is expected.

3.  Review: mapping software development from ISO 26262 to 
D0-178C

the objective of this section is to identify a framework that can be used 
in the next section as a basis for mapping software development of isO 
26262 (2018) to iec 61508:2010. to this end, a pairwise framework of 
Gerlach et  al. (2011) and crots et  al. (2014) for mapping software between 
the automotive safety standard (isO 26262) and its avionics counterpart 
(dO-178c) is being reviewed in this section.

figures 1 and 2 show software-related mappings between isO 26262 
and d0-178c with respect to artefacts and supporting processes respec-
tively. artefacts (also called work product in isO 26262) are deliverables 
that show the output of the design process, whereas supporting 

Table 2. development assurance level influence on safety assurance level (Machrouh 
et  al., 2012).

automotive (iSO 
26262)

Generic (ieC 
61508)

Railway (en 
50128)

nuclear (ieC 
61513, 
60880, 
62138)

aero 
(dO-178)

PRODUCT Influence on software safety assurance level
Software content 

(defensive 
programming, error 
detection mechanisms 
etc.)

Medium Medium Medium Medium none

PROCESS Influence on software safety assurance level
Quality assurance 

objectives
Medium Medium Medium High High

Processes’ activities none none none Medium High
Means (methods, tools, 

rules, standards)
High High High Medium none

Independence of 
verification 
activities (Software or 
process’ conformity to 
standard)

Medium Medium High Medium Medium

Independence of 
validation (processes’ 
work product 
conformity)

Medium Medium High Medium High
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processes are the horizontal processes that support the software devel-
opment and establish the interface to review and certification activities 
(Gerlach et  al., 2011). the selected artefacts as seen in figure 1 are those 

Figure 1. Comparing software artefacts of iSO 26262 and dO-178C - copied from 
Crots et  al. (2014).

Figure 2. Comparing supporting processes of iSO 26262 and dO-178C – copied from 
Crots et  al. (2014).
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that are relevant for the justification of safety (Gerlach et  al., 2011). By 
comparing the names of the artefacts semantically and pragmatically, a 
promising correlation across both domains is seen, and this will improve 
by the time uncertainties in contents are eventually resolved. in the case 
of figure 2, only mappable processes are considered, leaving out isO 
26262 supporting processes such as interfaces within distributed devel-
opments, documentation, and proven-in-use arguments (Gerlach et  al., 
2011). the implication is that there is an acceptable level of uncertainty 
when acknowledging evidence of supporting processes during mapping 
of software from isO 26262 to d0-178c rather than the other way round. 
Based on this promising review, the approach of Gerlach et  al. (2011) 
and crots et  al. (2014) is selected for further study in the next section 
and the unused supporting processes of isO 26262 in this section will 
be reconsidered in relation to iec 61508 to see whether they fit.

4.  Mapping software safety level of ISO 26262 to IEC 61508

the aim in this section is to implement the lesson learned from the 
approach of Gerlach et  al. (2011) and crots et  al. (2014) in section 3, thus 
mapping software development assurance between isO 26262 and iec 
61508. this will be combined with a more detailed investigation of the 
standards in relation to techniques/measures encompassing the three 
dimensions (i.e., development processes, verification processes and sup-
porting processes) mentioned earlier by Machrouh et  al. (2012).

in figure 3, mapping of software-related artefacts from isO 26262 to iec 
61508 is achieved satisfactorily. this is probably due to the fact that when 
isO 26262 was being derived from iec 61508 to serve as an industry-specific 
safety standard for the automotive domain, the intention was not a clean 
break from iec 61508, but an opportunity to tailor certain aspects more to 
the automotive industry and thus emphasise some of the domain’s perspec-
tives which differ with that of others in terms of e.g. risk management 
(Verhulst et al., 2013). however, there is still need for detailed content analysis 
of artefact when mapping from isO 26262 to iec 61508 to reduce uncertainty.

Regarding the comparison of supporting processes, figure 4 shows a 
seemingly perfect mapping from isO 26262 to iec 61508. in this case, the 
isO 26262 supporting processes such as interfaces within distributed devel-
opments, documentation, and proven-in-use arguments which were (as 
described in section 3) omitted in the mapping between isO 26262 and 
dO-178 are also included. however, the contents of the processes also 
need a detailed analysis to reduce uncertainty. this is treated for processes 
and artefacts alike in tables 3–6.

in tables 3–6, detailed mappings of the contents of artefacts and sup-
porting processes are realised. these tables consist of normative and 
informative techniques/measures (that help to avoid or control systematic 
failures) and their recommendation (i.e., - = Not applicable, O = optional, 
NR = Not Recommended, + or R = Recommended and ++ or hR = highly 



192 P. OKOh aNd t. MyKleBUst

Recommended). the rankings are associated with target software safety 
levels (asil as defined by isO 26262 and sil as defined iec 61508) and 
are expected to refine the mapping process.

Figure 3. Comparing software artefacts of iSO 26262 and ieC 61508.

Figure 4. Comparing supporting processes of iSO 26262-6 and ieC 61508-3.
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let us consider the table of Verhulst et  al. (2013) in table 7 for the pur-
pose of this discussion, since it is based on the most robust scientific argu-
ment among all the literature reviewed in a recent paper (Okoh & Myklebust, 
2024) about the mapping of system safety levels between isO 26262 and 
iec 61508. Based on this, it is observed to a significant extent in tables 3–6 
that there exists a correlation between the recommendation of the tech-
niques or measures mapped between asil d and sil 3, between asil c 
and sil 2, and between asil B and sil 1. thus, the mapping scheme of 
Verhulst et  al. (2013) is validated for software.

furthermore, after having established a robust mapping between isO 16262 
and iec 61508 based on similarities in techniques/measures and their recom-
mendation (i.e., a measure of importance described in table 8) in relation to 
the desired safety levels, it is pertinent to consider the level of development 
effort expended (also known as rigour) on the techniques/measures by which 
the target safety levels (or systematic safety integrity) can be asserted. 
systematic safety integrity is also known as systematic capability in iec 61508.

Table 3. Comparing techniques for software safety requirements management.
techniques for software safety requirements management

table 2 and table 5 
of ISO 26262-6

ASIL SIL Table A.1 of IEC 
61508-3

Notations for 
software design

A B C D 1 2 3 4 Software safety 
requirements 
specification

Semi-formal 
notations

R R HR HR R R HR HR Semi-formal 
methods

formal notations R R R R – R R HR formal methods

Table 10 of ISO 
26262-6

ASIL SIL

Methods for 
verification of 
software 
integration

A B C D 1 2 3 4

Requirements-based 
test

HR HR HR HR R R HR HR forward traceability 
between the 
system safety 
requirements and 
the software 
safety 
requirements

R R HR HR backward 
traceability 
between the 
safety 
requirements and 
the perceived 
safety needs

back-to-back 
comparison test 
between model 
and code, if 
applicable

R R HR HR R R HR HR Computer-aided 
specification tools 
to support 
appropriate 
techniques/
measures above.
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iec 61508 sets out two criteria for establishing systematic safety integrity 
for software: 1) selecting the techniques or measures that correspond to 
a given sil, and 2) demonstrating the rigour (described in table 8) for 
assuring the fulfilment of the properties for software systematic safety 
integrity in the selected techniques or measures. the rigour, which is 

Table 4. Comparing design and coding requirements.
design and coding techniques and measures

table 1 of ISO 
26262-6

ASIL SIL Table A.4 of IEC 61508-3

Modelling and 
coding 
guidelines topics

A B C D 1 2 3 4 Detailed Design

enforcement of low 
complexity

HR HR HR HR HR HR HR HR Structured programming

Use of defensive 
implementation 
technique

O R HR HR – R HR HR defensive programming

Use of well-trusted 
design principles

R R R HR HR HR HR HR Modular approach

Use of unambiguous 
graphical 
representation

R HR HR HR R R HR HR Computer-aided design tools

Use of naming 
conventions

HR HR HR HR R HR HR HR design and coding standards

Concurrency aspects R R R R R HR HR HR Use of trusted/verified software 
elements (if available)

table 3 of ISO 
26262-6

ASIL SIL Table B.1 of IEC 61508-3

Principles for 
software 
architectural 
design

A B C D 1 2 3 4 Design and coding standards

Restricted size and 
complexity of 
software 
components

HR HR HR HR HR HR HR HR Use of coding standard to reduce 
likelihood of errors

Restricted use of 
interrupts

R R R HR R R HR HR limited use of interrupts

table 6 of ISO 
26262-6

ASIL SIL

Design principles 
for software unit 
design and 
implementation

A B C D 1 2 3 4

no dynamic objects 
or variables, or else 
online test during 
their creation

R HR HR HR R HR HR HR no dynamic objects

Restricted use of 
pointers

R HR HR HR – R HR HR limited use of pointers

no implicit type 
conversions

R HR HR HR R HR HR HR no automatic type conversion

no hidden data flow 
or control flow

R HR HR HR R HR HR HR no unstructured control flow in 
programs in higher level 
languages

no recursions R R HR HR – R HR HR limited use of recursion
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Table 5. Comparing error detection and handling requirements.
Software error detection and handling techniques and measures

ISO 26262 ASIL SIL Table B.3 of IEC 61508-3

Mechanisms for error 
detection at 
architectural level

A B C D 1 2 3 4 Functional and black-box 
testing

Range check of input and 
output data

HR HR HR HR R HR HR HR equivalence classes and input 
partition testing, including 
boundary value analysis.

table 4 of ISO 26262-6 ASIL SIL

Methods for the verification 
of the software 
architectural design

A B C D 1 2 3 4

Simulation of dynamic 
behaviour of the design

R R R HR R R R R Process simulation

Prototype generation 0 0 R HR – – R R Prototyping/animation
formal verification O O R R R R HR HR test case execution from model- 

based test case generation.
data flow analysis R R HR HR – – R R test case execution from 

cause- consequence diagrams

ISO 26262 ASIL SIL Table A.2 of IEC 61508-3

Error handling mechanisms 
at architectural level

A B C D 1 2 3 4 Software architectural design

Static recovery mechanisms R R R R R R – nR backward recovery
Graceful degradation R R HR HR R R HR HR Graceful degradation
independent parallel 

redundancy
O O R HR – – R HR functionally diverse redundancy, 

implementing different SW 
safety requirements specification.

Correcting codes for data R R R R R R R HR error-detecting codes

table 7 of ISO 26262-6 ASIL SIL Table A.5 of IEC 61508-3

Methods for software unit 
verification

A B C D 1 2 3 4 Software module testing & 
integration

Requirements-based test HR HR HR HR R R HR HR forward traceability between the 
software design specification 
and the module and integration 
test specifications

interface test HR HR HR HR R R HR HR interface testing
Resource usage evaluation R R R HR R R HR HR Performance testing
back-to-back comparison test 

between model and code, if 
applicable

R R HR HR R HR HR HR dynamic analysis and testing

Semi-formal verification R R HR HR R R HR HR Model-based testing
formal verification 0 0 R R – – R R formal verification

Table B.8 of IEC 61508-3
Static analysis

Walk-through HR R O O R R R R Walk-through (software)
inspection R HR HR HR R R HR HR formal inspections, including 

specific criteria
Control flow analysis R R HR HR R HR HR HR Control flow analysis
data flow analysis R R HR HR R HR HR HR data flow analysis
Static code analysis HR HR HR HR HR HR HR HR design review
Static analyses based on 

abstract interpretation
R R R R R R R HR Static analysis of run-time error 

behaviour

table 8 of ISO 26262-6 ASIL SIL

Methods for deriving test 
cases for software unit 
testing

A B C D 1 2 3 4

analysis of boundary values R HR HR HR R R HR HR boundary value analysis
error guessing based on 

knowledge or experience
R R R R R R R R error guessing
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described in table 8, is ranked as follows: R1 (lowest - for sil 1/sil 2 
applications), R2 (medium – for sil 3 application) and R3 (highest – for 
sil 4 application). the properties for software systematic safety integrity 
are: 1) completeness with respect to the safety needs, 2) correctness with 
respect to the safety needs, 3) freedom from intrinsic specification faults, 
including freedom from ambiguity, 4) Understandability of safety require-
ments, 5) freedom from adverse interference of non-safety functions with 

Table 6. Comparing requirements for software tools.
Software tools and programming language techniques and measures

table 4 of ISO 
26262-8

ASIL SIL Table A.3 of IEC 
61508-3

Qualification 
of software 
tools 
classified 
TCL3

A B C D 1 2 3 4 Support tools 
and 
programming 
language

increased 
confidence 
from use in 
accordance 
with 11.4.7

HR HR R R HR HR HR HR tools and translators 
increased 
confidence from 
use.

Validation of the 
software tool 
in accordance 
with 11.4.9

R R HR HR R HR HR HR Certified tools and 
certified 
translators.

table 5 of ISO 
26262-8

ASIL SIL Table A.3 of IEC 
61508-3

Qualification 
of software 
tools 
classified 
TCL2

A B C D 1 2 3 4 Support tools 
and 
programming 
language

increased 
confidence 
from use in 
accordance 
with 11.4.7

HR HR HR R HR HR HR HR tools and translators 
increased 
confidence from 
use.

Validation of the 
software tool 
in accordance 
with 11.4.9

R R R HR R HR HR HR Certified tools and 
certified 
translators.

Table 7. Mapping of the safety levels of different domains (Verhulst et  al., 2013).
domain domain-specific Safety levels

General (e.g., ieC 
61508)

(Sil 0) Sil 1 Sil 2 Sil 3 Sil 4

automotive (e.g.,  
iSO 26262)

aSil a aSil b aSil C aSil d

aviation (e.g., 
dO178C)

dal e dal d dal C dal b dal a

Railway (e.g.,  
en 50128)

Sil 0 Sil 1 Sil 2 Sil 3 Sil 4
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the safety needs, and 6) capability of providing a basis for verification 
and validation (iec 61508, 2010).

in table 9, techniques stipulated by isO 26262 which map to iec 61508 
(using table 3 as an example) are treated with the rigour of the properties 
stipulated in section c.2 of annexe c of iec 61508-3 for software system-
atic safety integrity.

5.  Discussion and recommendations

the objective of this paper is to qualify for reuse with respect to the 
safety integrity levels of iec 61508, software that was originally developed 
according to isO 26262. this has been realised in section 4 and this 
paper summarises and recommends the systematic approach as follows:

1. Map techniques/measures from isO 26262-6 to iec 61508-3 in terms 
of system safety levels (i.e. asil and sil) based on the table of 
Verhulst et  al. (2013).

Table 8. Recommendations of techniques/measures and rigour of properties for 
software systematic capability (ieC 61508, 2010).
Recommendation description

HR the technique or measure is highly recommended for this 
safety integrity level. if this technique or measure is not 
used then the rationale behind not using it should be 
detailed with reference to annexe C during the safety 
planning and agreed with the assessor.

R the technique or measure is recommended for this safety 
integrity level as a lower recommendation to a HR 
recommendation.

– the technique or measure has no recommendation for or 
against being used.

nR the technique or measure is positively not recommended 
for this safety integrity level. if this technique or measure 
is used then the rationale behind using it should be 
detailed with reference to annexe C during the safety 
planning and agreed with the assessor.

Rigour Description Target SIL
R1 Without objective acceptance criteria, or with limited 

objective acceptance
criteria. e.g., black-box testing based on judgement, field 

trials.

Sil 1 and Sil 2

R2 (if available) With objective acceptance criteria that can give a high level 
of confidence that the required property is achieved 
(exceptions to be identified & justified); e.g., test or 
analysis techniques with coverage metrics, coverage of 
checklists.

Sil 3

R3 (if available) With objective, systematic reasoning that the required 
property is achieved. e.g. formal proof, demonstrated 
adherence to architectural constraints that guarantee the 
property.

Sil 4

– this technique is not relevant to this property.
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2. apply on the applicable techniques/measures of isO 26262, the 
properties and rigour for assuring software systematic safety integ-
rity provided in section c.2 of annexe c of iec 61508-3.

3. Prioritise the applicable techniques/measures of isO 26262 accord-
ing to the recommendation of iec 61508.

Overall, the software attributes of isO 26262 and iec 61508 can be 
conveniently mapped between each other such that safety levels are 
redefined in reuse as shown in this paper. this is consistent with Miller 
(2020) who identified a general consistency between them. it is pertinent 
to note that isO 26262 adopts the basic principles of iec 61508 and has 
some automotive-industry-specific requirements and guidance in addition, 
thus making a transition from isO 26262 to iec 61508 easier than vice 
versa. a joint use of isO 26262 and iec 61508 is also recommended in 
certain cases where the latter is silent on specific details for meeting 
certain requirements, e.g., in relation to tool qualification. Unlike isO 26262, 
iec 61508-3, 7.4.4.5 states that “Where such failure mechanisms are iden-
tified, appropriate mitigation measures shall be taken”, without providing 
details on what these measures are, thus leaving more room for interpre-
tation (Pitchford, 2022; Wiltgen, 2020).

6.  Conclusion

this paper has realised a framework for mapping isO-26262-based soft-
ware to iec 61508 in relation to safety levels. this is expected to guide 
the reuse of safety-related resources of the automotive industry in the 
generic industry without compromising safety. the paper built on a 
review of literature and standards. it is intended to give engineers, stan-
dard organisations and certification bodies more insight into inter-domain 
cooperation on software between the automotive (based on isO 26262) 
and the generic industry (based on iec 61508) in order to collectively 
catch up with the pace of technological development whereby one 
industry may already be ahead of the other in terms of alignment with 
the state-of-the-art.
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